UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN NINH PHUOC Déc 1ap — Tw do — Hanh phlc

S6: 2138 JUBND-VX Ninh Phude, ngay 23 thang 4 nam 2024
Vv thyc hién téng cudng bao dam
an toan hé thong thong tin mang.

Kinh guri:
- (;éc co quan, don vi truc thpéc UBND Huy¢n;
- Uy ban nhan dan xa, thi tran.

Tiép nhin Cong van s6 933/STTTT-TTCNTT&TT ngay 15/4/2024 ciia S&
Thong tin va Truyén thong ve viéc thuc hién tang cuong bado dam an toan hé thong
thong tin mang.

Trudc tinh hinh hoat dong tan cong mang ngay cang tang va phuc tap, déc
biét 1a hinh thtic tin cong ma doc (Ransomeware) va co thé tlep tuc dién bién vOi
quy mo dot bién va tinh chat gia ting trong thoi gian t&i. Pé khac phuc nhiing ton
tai, han ché, ting cuong ky luat, ky cuong trong cong tac biao dam an toan thong
tin mang.

Chi tich Uy ban nhan dan huyén cé y kién nhw sau:

1. Tha truéng cic co quan, don vi va dja phuong day manh cong tac tuyén
truyén, pho bién phap luat an toan thong tin mang, ning cao nhan thirc vé bao
dam an toan thong tin mang dén toan thé can bo, cong chtrc, vién chuce, nguoi lao
dong thugc pham vi don vi quan ly; phan cong can b chuyén trach cong nghé
thong tin thuong xuyén ra soat he thong ha tang ctia don vi quan 1y dam bao an
toan thong tin, néu trong qua trinh khai thac phat hién bat thudng thi don vi ph01
hop voi Phong Vin hoa va Thong tin huyén va cac don vi lién quan xir 1y, khic
phuc kip thoi. Néu co quan, don vi nao dé xay ra mat an toan thong tin, 1 Iot
thong tin thi ¢4 nhan lién quan va lanh dao don vi chiu trach nhiém trudc phap
luat va Chu tich Uy ban nhéan huy¢n.

2. Giao Phong Vian hoa va Thong tin huyén chu tri, phdi hop cung cac co
quan, don vi lién quan ddm bdo an toan thong tin khi sir dung mang khong day,
ra soat phan tach 16p mang ndi bo, 16p mang khach va 16p mang camera; thuong
xuyeén, kiém tra phién ban cua thiét bi mang dé cap nhat, va 161 khi can thiét; can
thay d6i mat khau mic dinh, nén dé mat khau tir 8 ky tu tré nén va c6 cac ky tu
phtrc tap nhu #, $, &..., han ché sir dung céc chudi dé doan duoc nhu ngay sinh,
) ching minh nhan dan, s6 dién thoai...

St dung thuong xuyén cac nén tang hd tro dam bao an toan thong tin do Bo
Thong tin va Truyen thong cung cap (irlab.vn); Nén tang hd tro quan 1y bao dam
an toan hé thong thong tin theo cap do theo Cong van s6 877/STTTTTTCNTT&TT
ngay 10/4/2024 vé viéc cap nhat ho so dé xuét cip do trén Nén tang hd tro quan 1y
bao dam an toan hé théng thong tin theo cép d6 nham nang cao hiéu qua hoat dong
quan 1y va thuc thi phép luat vé an toan thong tin mang.



Phan cong can bg chuyén trach cong nghé thong tin quan tri trang tin dién
tir cua huyén dam bao an toan thong tin, néu trong qua trinh khai thac phat hién
bat thuong thi don vi phdi hop voi Sé Thong tin va Truyén thong va cac don vi
lién quan xir 1y, khéc phuc kip thoi.

3. Cac co quan, don vi va dia phuong thuong xuyén ra soat cap nhat cac
ban va 161 bao mat cia hé di€u hanh theo hudng dan ciia S6 Thong tin va Truyén
thong va cac don vi an toan thong tin théng bao.

4. Céc can b9, cong chuc, vién chic, nguoi lao dong stir dung tai khoan dé
khai thac cac dich vu dung chung ciia tinh thudng xuyén thay d6i mat khau dinh
ky theo diing quy dinh tai Quyét dinh s6 381/QD-UBND ngay 01/7/2022 caa Uy
ban nhan dan tinh. Céc tai khoan dang nhap cac hé thong phai dugc dang xuat khi
khong str dung va tat may.

5. Giao UBND céc x4, thi trdn khan truong thuc hién dung thoi han viée
xay dung ho so cap do an toan thong tin trinh S& Thong tin va Truyén thong phé
duyét trudc ngay 10/5/2024.

Chi dao can bo chuyén trach Cong nghé thong tin ciia don vi (tai Cong van sd
1819/UBND-VX ngay 10/4/2024 ciia UBND huyén) di dugc phan quyén, tao lap tai
khoan phuc vu cho viéc tao méi/cap nhat hé thong thong tin va xay dung HSDXCD sir
dung trén Nén tang ctia B6 Thong tin va Truyén thong truy cip Nén tang ho tro quan
Iy bao dam an toan hé thong thong tin theo cip d6 (Nén tang) tai dudong dan:
https://capdo.ais.qov.vn/ dé cap nhat thong tin, sd liéu lién quan dén tinh hinh xay
dung, phé duyét HSBXCD cua don vi./.

Noi nhin: CHfJ TICH

- Nhu trén;
- CT va PCT UBND huyén;
- Luu: VT, PVHTT.



https://capdo.ais.gov.vn/

		ngokhanh.np@ninhthuan.gov.vn
	2024-04-23T08:32:23+0700


		ubnd_np@ninhthuan.gov.vn
	2024-04-23T15:03:55+0700


		2024-04-23T15:04:13+0700


		2024-04-23T15:04:26+0700




